DIGITAL PERSONAL DATA
PROTECTION ACT, 2023

HOW READY ARE YOU?




LEADERSHIP LEVEL QUESTIONS

Common questions that come up
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WHY SHOULD | PAY ATTENTION? DIGIPROTECT

*‘REGULATORY IMPERATIVE INCREASE COMPETITIVE EDGE

«160+ Countries have Data Protection *03% of Indians worry about their
Laws (Source ) personal data

LEADERSHIP LEVEL LIABILITY *GOVT REPUTATION

«Investors Confidence, Ransom Payout, & JERa User’s privacy
Public Scrutiny with customer

* LOSS PREVENTION
* Up to Rs 250 Crore fine * Losing data could of face



https://unctad.org/page/data-protection-and-privacy-legislation-worldwide�
https://www.adgully.com/data-privacy-matters-to-indian-consumers-128643.html�
https://www.adgully.com/data-privacy-matters-to-indian-consumers-128643.html�
https://www.adgully.com/data-privacy-matters-to-indian-consumers-128643.html�

COULD | BE NEXT? LOSSES AND PENALTIES

(Examples)

Google (2025) Uber (2024)
$325 mn €290 mn

Vodafone
(2025)

€45 mn

Orange
Espagne (2025)

€0.7 mn

160+ out of 194 countries have put in place legislation to
secure the protection of data and privacy (source: UNCTAD)
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GDPR PENALTY -
Greater of up to $20
million, or up to 4%
of the annual
worldwide turnover

DPDPA PENALTY -
penalties up to ¥250
Crore per incident.


https://unctad.org/page/data-protection-and-privacy-legislation-worldwide�

o
CAN | IGNORE THE GLOBAL PRIVACY WAVE

DIGIPROTECT

AND STILL DO BUSINESS? (Mapped)

GLOBAL DATA PROTECTION AND PRIVACY REGULATION “""
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Information and Protection ﬂ 2 ePrivacy Regulation ‘i_' ME{R R China:

and Electronic Documents Act and GDPR = Y, 4 PIS Standard

\ ‘ ﬁ (Personal Information
— * Ay, 5
California, USA: India:
CCPA
(Consumer Privacy Act) ;
R\ Robust data protection law

Security Specification)
ST NNy v ) DPDPA, 2023
b r { 3. E aa e R = with strong enforcement powers.

Brazil: h e, SUCEh A (ESL S :}D'lgﬂand.
LGPD ™~ == - Y
. e Sy (Personal Data

(General Data Protection Law) . Protection Act)

New Zealand:
/ Privacy Bill 34-2

South Africa: ;‘0

POPIA a7 y I
(Praotection of Personal Australia: b

Information Act) Privacy Act
and Amendments
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WHAT SHOULD | DO ?

Setup data governance in the organization
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Data Discovery

Make an inventory of your
data estate.
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Data Flow
Diagrams
See what is where and who
does what.
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Process Re-

engineering

Delete/archive/encrypt
historical data.
Encrypt sensitive data.

Control access to data.

DIGIPROTECT
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Mature Data
Governance

Safeguard remaining data
at rest and data in motion.

Put right people,
processes, and

\technologles in place. )
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DPDPA IMPLEMENTATION PROCESS

Our Methodology

» Website Scanning
(examine cookies) -

» Data Discovery E

+ Data Flows

» Application audit

» Impact Assessment

“®

* Audit & Certification

* Privacy Enhancement
Technologies

* Laws, Regulations “
Oversight

© K&S Digiprotect Services Private Limited, 2026

As-is-
Analysis

Towards
Excellence

To-be-
Analysis

* People
» Process
» Technology

/ Training

hardening
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IMPACT OF DPDP RULES, 2025 r\/a
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Timeline Explained

Phase 3 — 13t May 2027

Phase 1 — 13t Nov 2025 (In Force) Full  compliance rollout: Notices, security
safeguards, breach response, data retention &
DPDP Rules notified; Data Protection Board erasure, children & disability processing, Significant

Data Fiduciary obligations, cross-border transfers,
research & statistics processing, DPO appointment,
DPIA, data audits grievance redressal, penalties &
enforcement, and government informafjon requests.

operationalized.

@) g
.. ENFORCEMENT
Phase 2 — 13t Nov 2026 (Critical — TRIGGER 1 -
Wat_Ch C!Osely) ) o Formal enforcement
Registration and operationalisation of begins; penalties up
Consent Managers under Rule 4. to ¥250 Crore per
incident.
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WHY SHOULD | BE PROACTIVE? DIGIPROTECT
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A new Ensure Well thought
regulation is business through
like a major continuity minimizes
event mistakes or (
rework THE MORE YOU
- —. - SWEAT IN
! 5 PEACE THE
Risk mitigation Minimize the
(smooth cost and pain of LESS YOU
implementation transition BLEED IN WAR!
instead of
rushed
patchwork)
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Learning and Action Points for Manipur

/ VVVVVVVVV\D

NIC or vendors are not responsible—You are responsible

CGovernment has to increase its capacity for Privacy and Data Protection
CGowvt should have the right to audit its vendors

Strategic Control should be with the Government

Consent is not required

Policies should be notified—Collection, retention, sharing, deletion
Create adata inventory

You are responsible for reasonable security safeguards

Mask data while sharing—ehange your practices

Appoint at Data Protection Officer for the state and for each Ministry
Have a system on ongoing awareness and training—eomputer based training
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COMPANY PROFILE DIGIPROTECT

SERVICES PVT LTD

At K&S Digiprotect, we understand that data is the lifeblood of modern l__‘EADERSHIP

businesses, and digital transformation is the path forward. Our mission .
is to empower organizations during this transition by providing
comprehensive support and expertise in the intersection of law and
technology.

S CHANDRASEKHAR
MD & CEO

32 years diverse experience in
government, diplomacy and corporate
sectors, technology law and policy
expert.

DIGIPROTECT ADVANTAGE

Our team comprises industry-leading specialists with deep expertise in
Technical, Legal, Government, and Regulatory domains. We offer a
holistic solution to safeguard your data and navigate the evolving digital
landscape.

JYOTI SAGAR
ADVISOR

Legal luminary, founder of top law
firms (JSA and K&S Partners), and Co-
Chair at FICCI's IPR Committee.

RAKESH MAHESHWARI
ADVISOR

Former senior government officer with
35+ years of experience in cyber law,
data governance, and IT regulations.

ISO 27001:2022 ISO 27001:2022 DSCI CERTIFIED PRIVACY

LEAD AUDITORS LEAD IMPLEMENTORS LEAD ASSESSORS _
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