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Presenter
Presentation Notes
Welcome. This is not a legal lecture. In 30 minutes we will cover what personal data is, where it sits in your department, and six everyday habits that keep it safe. The implementing agency will cover the detailed provisions later.
Presenters: Mr. Anurag Srivastava, Partner, BDO; Mr. Ajay Sharma, Subject Matter Expert, Privacy.


THE BASICS

Why this matters

Citizen trust
Citizens hand us their Aadhaar, phone numbers and bank details
to get a service. They expect it to stay safe.

It is the law
The Digital Personal Data Protection Act, 2023 applies to
government departments too, with penalties for failures.

A deadline is coming
The Cabinet Secretary has asked every ministry and state for a
time-bound plan. Full compliance is due in 2027.

Trust, the law and a deadline: three reasons to act now.
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Presenter
Presentation Notes
Open with a real incident: a beneficiary list forwarded on WhatsApp, or a citizen receiving fraud calls that quote scheme details. Ask who has seen this happen.
Please confirm the source of the Cabinet Secretary line before the session, in case it is asked.


THE BASICS

The DPDP Act In one i1dea

Citizen data is a deposit in a locker. The department is the bank: it may use the data
only for the agreed purpose, and must keep it safe.

O o o

Citizen - Your department - Vendor or agency
Data Principal Data Fiduciary Data Processor
the person the data is about decides why and how data is used handles data on your behalf, under

contract

Your department stays responsible, even when a vendor or NIC handles the data.
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Presentation Notes
The department stays responsible even when a vendor, NIC or system integrator handles the data. Use the bank and locker analogy and avoid the legal terms beyond these three names.


WHERE DATA LIVES

Where does your department get data?

Most officials do not see these as data sources. Each one holds personal data.

Forms and Portals and apps Registers and Excel

appllcatlo_ns Logins, uploads Office files
Paper and online

Biometrics and
CCTV

Fingerprints, images

Emails
Attachments, forwarded
lists, documents

Field surveys
Staff and enumerators

Raise a hand for each one your department uses.
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Presentation Notes
Ask the room to raise a hand for each source. Most will find their department uses four or five. Stress that Excel sheets and emails count: a list attached to an email is personal data travelling outside the system.


WHERE DATA LIVES

The journey of data

Responsibility applies at every step, not only at storage.

01 02 03 04

> > >
Collect Store Use Share Delete / Modify
Only what is needed Safely, with limited Only for the stated Only when needed, / Archive
access purpose with care

Correct it when wrong;
delete when the
purpose is over, unless
the law says keep it.

Most mistakes happen at sharing and deleting.
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Presentation Notes
Walk through the five steps, then go to the example on the next slide. Ask where in the journey they think most mistakes happen: it is usually sharing and deleting.
Step 5 now reads Delete / Modify: correcting wrong data is part of the same duty (accuracy), and deletion follows once the purpose is over.


WHERE DATA LIVES

Example: one scholarship application, step by step

I Priyanka applies online for a State scholarship for her daughter Priya, a Class 11 student. llustrative example
01 Collect 02 Store 04 Share 05 Delete / Modify
Name, class, marks, In the scholarship To check eligibility v Bank details only for v Correct a wrong bank
bank account, income portal, open only to and pay the payment, through the account on request.
certificate. Category the scheme team. scholarship. official channel. Merit Delete or archive
only if the scheme is lists without full after the scheme year
category-based. Aadhaar or bank and audit, unless the
details. law requires keeping
it.
Not: ID copies of every Not: a copy in personal Not: reused for unrelated Not: the full list attached Not: kept forever.
family member, “just in Excel files or inboxes. messages without consent. to an email.
case”.

Same data, same purpose, start to finish.
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Presentation Notes
Illustrative example, not a specific department's process. Walk across left to right: what Priya gives, where it is kept, what it is used for, who receives it, and what happens at the end.
The 'Not' lines are the common mistakes: extra documents at collection, copies in personal files, reuse for other messages, full lists sent by email, and data kept forever.
Ask: which of these would happen in your office today?


SIX EVERYDAY RULES

Rule 1 and 2: Purpose and notice

Q RULE 1 Q RULE 2

Collect only what you need Tell people why

Ask for data only if the service truly needs it. Do not Say in plain words what data you take, why, and
photocopy Aadhaar or collect caste, income or what the citizen can do. Use English and Manipuri,
phone number just in case required later. or any of the 22 scheduled languages.

TeST BeFORE EVERY FORM I we removed this field, could we still deliver the service?
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Presentation Notes
This is the purpose limitation and notice principle. Give the clerk example: a scheme that needs a bank account number does not need a photocopy of every family member's ID.


SIX EVERYDAY RULES

Rule 3: Know your legal basis

Two ways to use data lawfully, and one set of duties that always applies

ASK FOR CONSENT DELIVERING A SERVICE

For optional things Consent usually not required

ALWAYS, EITHER WAY

The duties that never switch off

« Surveys, newsletters, apps, outreach « Ascheme, certificate, licence or permit
for that citizen
« Any new or extra use of data already « Work the law requires the department
collected to do
« Free, specific, informed, and easy to + Staff records, such as salary and pension
withdraw
EXAMPLE EXAMPLE
Using scholarship phone numbers to promote Processing Priya’s scholarship application
another scheme needs consent. does not need a separate consent.

« Tell citizens the purpose
« Use the data only for that purpose
« Keep it accurate and secure

+ Delete it when done, unless the law
requires keeping it

Consent or not, every use needs a stated purpose. A new purpose needs a new basis.

Your implementing agency will confirm the exact basis for each of your services.
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Presentation Notes
The common question is: do we need consent for everything? No, not for core service delivery. But 'no consent needed' never means 'no rules': the department must still tell citizens the purpose, use the data only for that purpose, keep it secure and delete it when done.
If the data is wanted for something new, that is a new purpose and needs its own basis, often consent.
Avoid section numbers here. If asked: the Act's legitimate uses for the State cover benefits, subsidies, services, certificates, licences and permits, functions under law, legal duties and employment.


SIX EVERYDAY RULES

Rule 4 to 6: Keep It accurate, safe, and short-lived

I T

Use strong passwords and your own login

Share lists on WhatsApp or personal email

Lock files and screens Share one login in the office

Correct wrong data quickly

Leave registers open on desks

Delete data when the work is done, unless the
law requires you to keep it

Keep old data forever

C S < S

=
=
=
=

Rule 4: accurate - Rule 5: safe - Rule 6: short-lived
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Presentation Notes
Show a photo of an open register, a shared password sticky note and an Excel file sent over WhatsApp. Ask the room to spot the mistakes.
On deleting: some records must be kept by law (for example audit, accounts or service records). Follow the retention period; do not delete those early, and do not keep everything else forever.


RIGHTS AND BREACHES

Citizens have rights, and breaches must be reported

Citizen rights If something goes wrong The cost of failing
They can ask what data we hold, ask Report immediately to your nodal Penalties can reach up to 3250 crore
us to correct it, make a complaint, officer. Never hide it. The Board for failing to put reasonable security
and nominate someone to act for must be told without delay, with a safeguards in place.
them. full report within 72 hours.

Hiding a breach makes it worse. Speed of reporting matters.
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Presentation Notes
Mention the penalty figure once and move on. The message is that hiding a breach makes it worse, and speed of reporting matters.
If asked: the department reports to the Data Protection Board and informs each affected person; a fuller report to the Board follows within 72 hours. Cyber incidents may also need reporting to CERT-In within 6 hours.


GETTING READY

Inside each department: who does what

Department Head

Accountable for compliance

! ! I
Nodal Officer IT and Security Programme owners

Single point of contact for citizens, Safeguards, access control and Notices, retention rules, contracts
the Board and CCML; owns the data logging; first response to incidents, and staff training, with Legal and
inventory with CCML and MCSOC HR

Working with CCML and DIT Vendors and processors
Programme tracker, common templates and shared training; Act on the department’s instructions, under a written
open issues go to the Project Steering Committee contract (Rule 6(1)(f))

Accountability stays with the department, even when a platform or vendor does the processing.
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Presentation Notes
The Department Head is accountable; the work is shared. The Nodal Officer is the single point of contact and owns the data inventory. IT and Security handle safeguards and first response to incidents. Programme owners handle notices, retention, contracts and training.
CCML and DIT support with a common tracker, templates and training; open issues go to the Project Steering Committee. Vendors act only on the department's instructions, under a written contract.
Link back to slide 3: the department stays responsible even when someone else does the processing.


WHAT HAPPENS NEXT

Seven months Is enough: let’s start now

Journey for the department, October 2026 to 13 May 2027 and beyond

Oct Nov Dec Jan Feb Mar Apr I‘l1

Govern
Nodal officer, steering group, policy, roles of NIC -

and vendors

Data inventory, data flows, record of processing
Assess
Gap assessment; DPIAs for higher-risk systems; —

vendor review

Remediate

security controls

Breach playbook: CERT-In 6 hrs, Board 72 hrs; drill

Sustain

Monitoring, reviews and audits, refresh

ay Ongoing

13 May 2027

Start with a data inventory, records of processing, DPIAs, and data discovery and classification.
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Presentation Notes
Seven months from October 2026 to 13 May 2027, achievable only if workstreams run in parallel and start with the most critical systems. Govern (Oct); Discover (Oct-Dec); Assess (Nov-Jan); Remediate (Jan-Apr); Prepare (Mar-13 May); Sustain (from May, ongoing).
Prepare: CERT-In Directions, specified cyber incidents within 6 hours; DPDP Rule 7, the Board without delay and a full report within 72 hours, and each affected person informed.
A record of processing is not named in the Act but is the practical basis for accountability. DPIAs are mandatory for Significant Data Fiduciaries and good practice for other high-risk systems.


WHAT HAPPENS NEXT

Appoint

a nodal officer

One named person for
privacy questions,
citizen requests and
breaches. Share their
contact widely.

What your department does next

List

your data and systems

What personal data you

hold, in which forms,
portals, Excel files and

emails; who can access
it; which vendors handle

it.

Fix

the basics first

Mask Aadhaar, give
everyone their own
login, lock files and
screens, stop sending
lists by email or
WhatsApp, clear old
data, and keep
reasonable security in
place.

Train
your staff

Short sessions for front
desk, IT and heads of
office. Repeat every

year.

Contract

vendors for privacy

Written terms on
purpose, security,
breach alerts, and
deletion when the
contract ends.

Next: the implementing agency will explain the provisions and the rollout plan. Questions?

DPDP Act, 2023 - Protecting Citizen Data - 13

|IBDO


Presenter
Presentation Notes
Close with the one-page takeaway card. Spend a moment on List and Fix: they are where most departments start.
List: a simple inventory is enough to begin: what data, where it sits (forms, portals, Excel, email), who can open it, and which vendors touch it.
Fix: the basics cost little: masked Aadhaar, individual logins, locked files and screens, no lists by email or WhatsApp, old data cleared on schedule.
Take two or three questions, then hand over to the implementing agency for the clause-level details.


PRACTISING WHAT WE TEACH

Sample privacy notice: what it must cover

Ten points, in plain words, in English and the local language

@ ) 9 h Q ) e . e )
Who we are What we collect Why Sharing Where it is stored
The department Every item of personal The specific purpose for Who else receives or The system or location
responsible, and how to data, listed each item handles it that holds it
reach it
|

G ) O ) Q ) 0 ) Q :
Retention Your rights Grievance Children Consent
How long it is kept, and Ask what we hold, correct Whom to contact, and Verifiable consent from a Free, specific and clear;
when it is deleted it, erase it, nominate the right to complain to parent or lawful guardian as easy to withdraw as to

someone the Board give

One purpose, only the data needed, and clear consent: the law in action.
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Presentation Notes
A notice tells the citizen ten things, in plain words: who is responsible, what is collected, why, who else handles it, where it is kept, for how long, what rights they have, whom to complain to (including the Data Protection Board), how children are protected, and how consent is given and withdrawn.
The notice should be available in English and the local language.
Our own QR form at the end follows exactly this pattern: point to it when people scan.
On children: the law requires verifiable consent from a parent or lawful guardian before processing a child's data, with limited exemptions for schools, hospitals and State schemes.


Thank you

For any questions, please reach out

Anurag Srivastava Ajay Sharma
anuragsrivastava@bdo.in ajaysharma@bdo.in

‘BDO’, ‘we’, ‘us’, and ‘our’ refer to one or more of BDO International Limited, its network of independent member firms
(“the BDO network”), and their related entities.

The BDO network is an international network of independent public accounting, tax and advisory firms which are members
of BDO International Limited and perform professional services under the name and style of BDO (hereafter: ‘BDO Member
Firms’). BDO International Limited is a UK company limited by guarantee. It is the governing entity of the BDO network.

Service provision within the BDO network is coordinated by Brussels Worldwide Services BV, a limited liability company
incorporated in Belgium. Each of BDO International Limited, Brussels Worldwide Services BV and the BDO Member Firms is
a separate legal entity and has no liability for another entity’s acts or omissions. Nothing in the arrangements or rules of
the BDO network shall constitute or imply an agency relationship or a partnership between BDO International Limited,
Brussels Worldwide Services BV and/or the BDO Member Firms. Neither BDO International Limited nor any other central
entities of the BDO network provide services to clients.

BDO is the brand name for the BDO network and for each of the BDO Member Firms.

© Brussels Worldwide Services

Rahul Balakrishnan
rahulbalakrishnan@bdo.in
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Presentation Notes
Thank the audience. Leave on screen during questions.
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